
specific organizations is what sets
Stuxnet apart from the traditional 
definition of an advanced persistent threat 
(APT).
 What we generally think of as 
APT, notably the 2010 attacks on 
Google, Adobe, Juniper, Rackspace and 
others exploited the same zero-day IE 
vulnerability, employing the same 
techniques against multiple organizations 
in an attempt to steal their source code. 
The attacks were relatively broad-based 
and were duplicated against a number of 
targets.  
 

                                   

                                    continued on page 2 

         About 4 hours before this newsletter  
         went to print, LastPass, the online   
         password management company,  
         announced they had seen anomalous  
        network traffic coming from some 
of their servers and suspect they are the victim of 
a data breach. Marketed as the "last password 
you'll ever need", LastPass stores millions of 
passwords in the cloud and encrypts those 
passwords with a master password.  The passwords 
LastPass protects include small business bank 
account logins. LastPass is requesting all users to 
reset their master password.
 While this type of breach normally would 
fly under the radar as no credit cards are involved, 
no identity theft,  and doesn’t involve a big name 
brand like Sony, I think this attack could be even 
more important than the Sony breach in April 2011 
which may effect  25 million people. Lastpass is 
the simplest form of multi-tenant cloud architecture. 
Multi-tenant means different types of users data is 
stored in the same location; although, the users 
cannot access each other’s data. Multi-tenant 
architectures enable high maintenance services for 
a low cost.
 The LastPass process is simple. Create a 
blob of data, store passwords and usernames within 
the blob, and encrypt the blob so that only the 
master password can access it. Not even Lastpass 
support can access the blob since they don’t know 
the master password.
 So, if Lastpass couldn’t get the most 
simplistic cloud architecture secured properly, 
what hope do other cloud vendors have? All cloud 
vendors have to centralize their data for cost and 
management reasons but centralization creates 
additional risk which requires additional controls 
above and beyond what would be required if only 
one set of data was being stored. It appears 
LastPass may not have these additional controls.
 For example, let’s look at tokenization, 
the concept of replacing a credit card number with 
a unique randomly generated string that has no 
value – a token. When a retailer like Starbucks 
needs to store a credit card number, the retailer 
instead stores the token so that only the merchant 
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Stuxnet: From 
Iran to Your 
Organization?

                ranian nuclear facilities,  
        zero-dayexploits, secret 
        operatives, and nation-state  
        government involvement    
         sounds more like a spy novel 
rather than the elements involved in a 
piece of malware. Stuxnet, the most 
researched and analyzed malware ever, is 
still being studied and discussed in 
security circles around the world even 
though it was discovered more than a year 
ago.
 You most likely don’t operate a 
nuclear facility, so why should you even 
care about a piece of software that targeted 
specific centrifuge models in specific 
nuclear plants in another part of the world? 
Simply put, Stuxnet made cyber-dreams 
reality and changed the security world 
forever.
 Stuxnet was a targeted attack on 
five different organizations in June 2009, 
July 2009, March 2010, April 2010, and 
May 2010; all the targeted organizations 
have a presence in Iran. The targeting of 
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  Whenever we discuss cyber security breaches, the  
  biggest risk is normally protecting against identity  
  theft. We do not want our employees or family mem- 
  bers’ identity or credit cards stolen. No doubt, this risk is  
  definitely the most prevalent but this month I wanted  
  to discuss another type of risk that will grow in the next  
  few years: Health Identity Theft.  Once an attacker has 
the identity of someone and they are able to buy or steal the person’s 
health records it enables the attacker to receive fraudulent health care 
such as prescriptions (which can be sold on the black market), medical 
treatment and even transplants.

Two weeks ago, the Ponemon Institute, released their second annual 
National Study on Medical Identity Theft. The study concluded that 
roughly 1.5 million Americans are victims of medical identity theft and 
the average cost to resolve a case of medical identity theft is $20,663, 
much higher than traditional identity theft. If you are the victim of 
identity theft, think beyond your credit cards to your health insurance 
card and make sure you contact your health insurance provider.

 environment using a certain set of protocols, so 
why should they ever be able to talk RPC with a 
workstation on the same subnet? 
 Most organizations, whether it’s an 
SMB or even a larger enterprise, should not worry 
about Stuxnet-like attacks. Cyber-criminals and 
unscrupulous competitors have neither the 
resources nor the incentive to execute this kind of 
assault (Remember, they attack you for Money, 
not to damage your nuclear plants). And whatever 
your circumstance, stay focused on your vulner-
abilities, not the threats that change every day 
around you. Enjoy the spy novel-like reading 
Stuxnet provides but stay focused on your risks.

The LastPass Breach: A very valuable cookie jar
continued from page 1

processor has the real credit card number. The end 
result? The merchant is the only spot with credit 
card numbers. We have just gone from a large 
number of decentralized retailers with say a 
couple thousand credit cards numbers to a few 
merchants with hundreds of millions in the data 
bases.  If the attackers steal a hundred million 
credit cards they would have to break into 
thousands of companies. Now, they can target 
less than 20.
Is that the same risk? Of course not, yet most of 
the security controls put in place by organizations 
such as LastPass are the same as those used 
within decentralized organizations that have less 
data. If data was a chocolate chip cookie (my 
favorite),  cloud vendors are analogues to a big 
glowing cookie jar sitting in the middle of a 
kindergarten class. Every kid will be tempted and 
will try to steal a cookie from the cookie jar but 
most importantly if just one kid gets into the jar 
just once all the cookies will be spilled on the 
floor.
 The point here is you must analyze the 
security of any outsourced vendor to ensure they 
are implementing security better than you are on 
your data; otherwise, when you move your data 
you may be increasing your risk more than you 
realize. Have a structured checklist that compares 
their policy and procedures to yours and ask for 
details.  Abstract documents like SAS-70 Type II 
and security marketing documents only go so far. 
Don’t let your cookies be stolen from a vendor’s 
cookie jar.

  
 

 

 

  

 By no means should Stuxnet 
be top of mind in your security 
program however. Chances are your 
mind is focused on the things that most 
of our clients are concerned about: 
negligent insiders, insecure applica-
tions and malware/attackers.
 But, if you want to take away 
some additional defenses you could 
use to help protect against a Stuxnet 
like threat, here are two tips from our 
security team:

Use 64-bit Operations Systems 
 We are not necessarily advocating a 
wholesale switch to 64-bit operating 
systems but, for the short-term foresee-
able future, you can reduce your risk 
by using 64-bit operating systems and 
disabling the capability of running 
32-bit applications because most 
exploits and malware only run in 
32-bit environments. This may not be 
practical for most workstations but it is 
most definitely practical for servers.

Host Based Firewalls Work  
Stuxnet relied upon network exploits 
to propagate. This type of propagation 
requires peer-to-peer communication 
between workstations. Restrict the 
communication of workstations to 
only those ports that are commonly 
used by specific applications to and 
from your server network can also 
reduce the risk of this type of vulnerability. 
For example, most workstations only 
talk with the server network in a  restricted

 

 

Stuxnet: From Iran to Your 
Organization.
continued from page 1

Stuxnet, on the other hand, was a highly 
sophisticated, well-financed custom-
designed attack created, apparently, for 
the single purpose of disrupting the 
production of enriched uranium in Iran. 
Think of traditional APT as a machine 
gun, which is aimed at multiple targets 
within a certain field of fire, vs. Stuxnet, 
a heat-seeking GPS-guided missile.
 Stuxnet used a variety of 
innovative methods to infect, propa-
gate, and hide itself. For a full analysis 
of Stuxnet, request our recent report 
“Stuxnet Reality-Check : A Practical 
Guide to a Unique Attack Tool”, by 
contacting us and learn exactly how the 
innovative methods worked.
 The real question in the end 
though is simple: Did it work? Public 
data that is available about Iran’s 
nuclear program such as the amount of 
uranium enriched shows that Stuxnet 
was not very effective in slowing down 
Iran’s uranium enrichment operations. 
The International Atomic Energy 
Agency findings show that the groups 
of centrifuges, called “cascades”, that 
were operational, enriching uranium, 
for periods in 2009 and 2010 were 
normal and no excessive downtime was 
identified; but Iran did publicly state 
some software caused problems in their 
Nuclear facilities.   
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1. iHome iP1 Studio Series 
Audio Systems for iPod/iPhone:  
This award-winning studio series 
delivers big sound and clear audio, 
charges and plays your iPhone or 
iPod, and has a innovative and 
stylish design (Gifts.com $299)

2. Multiple Gadget Charging 
Station: 
A convenient one stop shop to charge 
all your electronic gadgets, smart-
phones, and iPods all at the same 
time (Amazon $70) 

3. Guitar Hero: Warriors of Rock: 
With over 90 tracks, a redesigned 
rock inspired guitar controller, and 
new game play features, your gradu-
ate will become a living room legend 
to all! (Best Buy $50)

4. Handheld GPS: 
Whether in the car, on a walk, or 
going for a bike ride, this small and 
sleek GPS will keep anyone on track 
and never have to ask for directions 
(Sharper Image $80)
 
5. Wireless indoor/outdoor 
speaker:  
This tiny speaker with remote delivers 
a big sound with its powerful 2.4 
GHz technology for your iPod, 
iPhone, computer,  stereo, MP3 
player, and other audio output 
devices (Sharper Image $129) 

6. Mini Digital Video Camera: 
Capture life on the move with full 
color AVI video files and a 720 x 480 
resolution. It’s tiny and makes it easy 
to transfer files and recharge battery 
with  the USB cable (Sharper Image $99) 

7. EconoDriver Fuel Efficiency 
Monitor: 
These days, we could all use to save 
on fuel.  This mileage computer 
scores your driving and gives you the 
tools to save money (FindGift.com 
$50)

8. Digital Video Converter: 
This converter can rip home movies 
and DVD’s to digital files… without a 
computer! (Brookstone $80) 

9. Car Speaker with Headset: 
Keep hand on the wheel with this 
hands free speaker for your car.  No 
batteries or cables required,  and the 
speaker is high power with adjustable 
volume and clear sound (Sharper 
Image $50)

10. iPod Case with Built in 
Bottle Opener: 
This hard shell slider case with soft 
touch finish and built-in bottle opener 
combines two of a graduate’s favorite 
things for a Friday nights.
(uncommongoods.com $20) 

11. Wireless key finder: 
No more misplaced keys. This wireless 
key finder locates keys with one press 
of a button up to 60 feet away 
(Brookstone $50)

12. Digital Golf Scorecard: 
A convenient way to keep score, 
featuring 4 player score tracker, clock, 
and hole tracker (HansonEllis $36) 

May 8th - 12th, Interop, Las Vegas
Attending Interop this year?  Catch Michael Davis 
speaking on the 12th  on “Making the Consumerization 
of IT Work for You” and on “How IT Makes a Difference 
to the Midmarket Company: Mobility & Security”.

May 11th - 13th, MISTI Super Strategies
Stop by our booth and sign up to win  fun gadgets 
and a  chance to win a 3G Kindle.  Join us  at the Sheraton 
Chicago. Hotel & Towers

May 13th @ 10:00am, Savid Cloud Webinar 
Get valuable information on the Cloud and how 
it can benefit your business.

June 9th @ 9:00am -5:00pm,  CAMP IT- 
Enterprise Risk/Security Management
If attending this event stop by out table  to win fun  
gadgets, and big prizes.  Join us  at the Donald E. 
Stephens Convention Center  Rosemont, IL  (O'Hare) 

June, CIO Executive Breakfast
Enjoy complimentary breakfast with high level 
discussions on data management and compliance 
being held in June. Look for more details in our 
next issue.

For more information and to register for these 
events go to: 
http://www.savidtech.com/events  

Monthly Events

Top 12 Graduation 
Gift Ideas

FREE Executive Briefing
Michael Davis will review his 2011 Secuirty 

Report discussing the results of a year long study 
of over 1,300 security professionals in the US.                   
demonstrating how organizations approach 
security strategically, and how you can learn 

from the mistakes of others.

Contact us at 877-307-0444 
or info@savidtech.com  to schedule 

Executive Briefing today!

Get Out From in Front 
of the Train



Take a Break!

Be the first to email us the correct answer and win a 
$20 Starbucks Gift Card!

.
Which is the word in English that has nine letters, 
and remains a word at each step even when you 

remove one letter from it, right up to a single letter 
remaining. List each letter as you remove them, 

along with the resulting word at each step.
                    

E m a i l  y o u r  a n s w e r  t o :  i n f o @ s a v i d t e c h . c o m
and look for the winner listed in next months newsletter
Congratulations to last months trivia winner Greg Bee!

18470 Thompson Ct. Ste. 2B
Tinley Park, IL 60477

Ask the Readers

We want to here from You!

Topics, questions, ideas?
Give us your comments to help us 
provide the best Insight to our readers!
Call 877-307-0444 or visit  us at:
http://www.savidtech.com/contact-us

Monthly Trivia

Joke of the Month

What did the general do when he 
learned via Twitter that the battle was 

going badly?
He Retweeted.

Got a funny joke? Send it to us at 
info@savidtech.com and we may include it 
in an upcoming issue.

Want More?
Contact us to receive more information on these articles.
Find out how Savid Technologies can help your business. Give us a call at 

877-307-0444 or Email: info@savidtech.com.
Missed one of our webinars go to: http://www.savidtech.com/resources

                       Follow Us On:
                

  https://www.facebook.com/savidtech

  http://twitter.com/savidtech

  http://www.savidtech.com/blogBLOG






